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1 Authentication
For using API, one needs to be authenticated [1]. The authentication consists of two
steps:
e generating client assertion from the certificate;
e acquiring access token.
To succeed in acquiring an access token, you will need the following information for

the current environment:
e AzureTenantID — a unique identifier of the tenant;
e ClientID — a unique identifier of the company’s service principal;
e ApplicationID — a unique identifier of the Integration API;
e Certificate — the private part of the company’s service principal certificate (a
file with the extension “.pfx”);
e Password — a password of the private part of the company’s service principal

certificate.



1.1 Generating client assertion

Client assertion is a JSON Web Token [2] [3]. To generate a client assertion on your

local machine, you could use a simple console application which is listed in the appendix
Al

Simply update the code with your values for:
e tenantld — use AzureTenantID;
e clientld — use ClientID;
e privateCertificatePath — use your local path to Certificate;
e password — use Password.

Run the console application and it will prompt a generated client assertion:

B || C\Repos\Local Source\ClientAssertionGenerator\ClientAssertionGenerator\bin\Release\netcoreapp3.1\ClientAssertionGenerator.exe

- O X
eyJhbGei01iISUzI1INiIsImtpZCI6IjFCRDNEQzg4NzhGRENFODQYMUESODQ4ANEU3NKYFODIFMEM3NDQ2NZzULLCI4NXQi01iJHOVB aUhgOoXpvUWhxWVNFNTISHEN
bexqeDBSb1UiLCIBeXAi01IKV1QifQ. eyIhdWQiOiJodHRwezovL 2xvZ21lulmlpY3Jve29mdGoubGluZS5jb28vNmEYZ ] cwMDktMjgzNSOONzg2 L TgdNTMEM
mM1YTVKNFM3ZDEzL 3YyL jAiLCIpe3Mini 11i0GQ5YTB1NY@30Tc4L TRMMTULYMEAMy 11 YzRmYH gy ZWQXNTQiLCIqdGki0i IhYWRKMMQXMCOSMDQXL TQ3NZTQ)
DA1My@4MjdhNTY4MTMS0DQ1LCIzdWIi0iJi0GQ5YTB1NY@30Tc4L TRMMTULYME4MY 11YZRmYjgyZWQXNTQiLCI1eHAIOFE2NTk1MTg4NjksImlhdCIGMTY1Q
TUXNTI20SwibmImIjoxNjUSNTEIMGYSFQ. HMB8hWPVdm2sbGSUL1jWdHbyAL sTZ4tMZtQXc5waZwliOodé_Rty46TeDS - FAHv7aEGBHE1ZHzirgMryVg82f1WRo
PHm1cKgMWub8IzNSer-SHC-AZBBK_YJ42t3uHwRrPABr_Hp2x4ZlWoeccygFRumtDmv1x73-Ac2foaabtutT9i-BdEwrin_haI5G81Y7gFpMQkZfuué_nRcs|

V1q6007wmUe TPXgwvZgLBN_zPb-FLBE8Aq_HF2a2Suulx97j_qlpCH-v87EZSk6V6Y3HQOSYt17Rx7cuz9i0Iqwa TrKkaqapOfXYcgmNl TZUZHGQNGGFWsed
UE1wlRUfwcN_gDBA

Copy the client assertion because you will need it on the next step. Client assertion

has a short expiration period, so you need to generate it each time when you want to get an

access token.

1.2. Acquiring access token

To acquire an access token from the client assertion, which was generated from your

company certificate, you should use the Auth2.0 endpoint, provided by Microsoft [1].

Endpoint

Method URL

POST https://login.microsoftonline.com/{AzureTenantlD}/oauth2/v2.0/token



https://login.microsoftonline.com/%7bAzureTenantID%7d/oauth2/v2.0/token

Request header values

Header Required? Value
Content-Type yes application/x-www-form-urlencoded.
Request body
Key Value
scope {ApplicationID}/.default
client_id {ClientID}

client assertion_type:

urn:ietf:params:oauth:client-assertion-type:jwt-bearer

client assertion

Client assertion generated on previous step

grant_type client credentials
Response body
Field Type Details

token_type string | Type of the acquired access token. In our case
“Bearer”.

expires_in int Access token lifetime in seconds. Standard value is
3599.

ext_expires_in int Access token extended lifetime in seconds.

access_token string | Actual access token value.




2 API endpoints
To call any of Integration API endpoints, you will need the following information:
e BasecURL —API base URL for current environment;

e AccessToken — Access token acquired according to the paragraph 1 of this

documentation.

2.1 Upload document

Description
The following endpoint is designed for uploading one ordinary file into the
Workspace document library. The creation of the pdf-rendition will be done automatically

if the file extension is supported.

Constraints

The total size of the request cannot exceed 1 GB.

Special characters in workspace name, like ¢/, must be URL-encoded two times. For
example: ‘PLO1/PL02’ will be ‘PL0OI1%252FPL02".

File name and folder path can’t contain any of invalid symbols: ", *, :, <, >,?,/,\,|.
In addition, the file name and the folders names can’t start or end with dot. Folder path
should have less than 400 symbols length including file name and extension. The maximum
length of one folder name should be less than 260 symbols.

The list of the supported file extensions for automatic PDF-A rendition creation:
doc, docx, epub, eml, htm, html, md, msg, odp, ods, odt, pps, ppsx, ppt, pptx, rtf, tif, tiff,

xIs, xIsm, xIsx.

API endpoint
Method URL
POST {BaseURL }/api/UploadDocument/:WorkspaceName

Request header values

Header Required? Value
Authorization yes Bearer access token.
Content-Type yes multipart/form-data.

Request path parameters



Path parameter | Required? Description
WorkspaceName | yes Name of the workspace to work with.
Request body
Key Required? Description
file yes Content of the file for upload.
metadata yes File metadata in JSoN format. More details in table below.
Description of the file metadata JSoN
Field Type | Required? Details
description string | no Additional information about the file.
reference string | no References for the file.
committees array | no A list of committee’s names related to
the file.
reportType int no Report type of the file. For more
information, look at table report type
values.
approvalStatus int no Approval status of the file. For more
information, look at the table approval
status values.
approvalDeadline string | no Deadline for the file approval.

Mandatory if the approval status field

value is 1 (for approval).

approvedOrRejectedDate | string

no

Date and time when the file was
approved or rejected. Mandatory if the
approval status field value is 2
(approved) or 3 (rejected).

folderServerRelativeURL | string

yes

Server relative URL of the destination
folder which will contain the file.

If a folder or folders don’t exists, they
will be created, if a user who is calling
the API endpoint has sufficient
permissions.

isUpdateExisting

bool

no

Default value is true.




If the file already exists in the
destination folder and the value is true,
a new version will be added, otherwise
the file will be uploaded as a separate

copy.

Report type values
Value Description
0 None
1 DPR
2 DDR
Approval status values
Value Description
0 NotForApproval
1 ForApproval
2 Approved
3 Rejected
Response header values
Header Value
Content-Type text/plain.
Response
HTTP status Body value
200 URL with the unique identifier for tracking the process of the file

uploading.

400, 401, 403, 404,
422

Fault message with error details.

500, 503

Fault message with internal error details.




Request example
URL: https://apis-test-12s.collabor8.no/api/UploadDocument/pl2008 _API
File: API Test.docx.
File metadata JSoN:

{

"description": "Complete description of test file.",

"reference": "References for test file.",

"committees": ["Commercial Committee"],

"reportType": 1,

"approvalStatus": 1,

"approvalDeadline": "2022-08-20",

"folderServerRelativeURL": "sites/pl2008 API/Main/Projects/Other/Test"
}

Response example
Body:
https://apis-test-12s.collabor8.no/api/RequestStatus/b51{9054-6f1a-ed11-b83e-
0022489d6648



https://apis-test-l2s.collabor8.no/api/UploadDocument/pl2008_API
https://apis-test-l2s.collabor8.no/api/RequestStatus/b51f9054-6f1a-ed11-b83e-0022489d6648
https://apis-test-l2s.collabor8.no/api/RequestStatus/b51f9054-6f1a-ed11-b83e-0022489d6648

2.2 Upload Cash Call document

Description
The following endpoint is designed for transformation of one XML file into XLSX
file with further uploading into the Workspace document library. The creation of pdf-

rendition will be done automatically.

Constraints

The total size of the request cannot exceed 100 MB.

Special characters in workspace name, like °/’, must be URL-encoded two times. For
example: ‘PLO1/PL0O2’ will be ‘PL01%252FPL02".

Year of the document must be in range 1900 ... 2100.

Month of the document must be in range 01 ... 12.

Standard template of a file name is
CashCall {WorkspaceName} {Category(optional)} {YYYYMM}.xml.

The file name can’t contain any of invalid symbols: ", *, :, <, >,?,/,\, |. Also, the file
name can’t start or end with dot. All valid special symbols should be encoded.

The XML file must be UTF-8 encoded and escape-characters must be handled. The
services do not handle the characters like &, @, 4, §, etc. If this is not accounted for, the result

could be document names, descriptions etc. containing the character 7.

API endpoint
Method URL
POST {BaseURL}/api/CashCalls/:WorkspaceName/:Y ear/:Month/:FileName

Request header values

Header Required? Value

Authorization Yes Bearer access token.

10



Request path parameters

Path parameter | Required? Description
WorkspaceName | Yes Name of the workspace to work with.
Year Yes Year of the document.

Month Yes Month of the document.
FileName Yes File name of the document.
Request body

Contains only the content of the XML file.

Response header values

Header Value
Content-Type text/plain.
Response
HTTP status Body value
200 URL with the unique identifier for tracking the process of the

document transformation and uploading.

400, 401, 403, 404 | Fault message with error details.

500, 503 Fault message with internal error details.

Request example

URL: https://apis-test-12s.collabor8.no/api/CashCalls/pl2008 _AP1/2022/08/
CashCall_pl2008_API 202208.xml

File: API Test.xml.

Response example
Body:
https://apis-test-12s.collabor8.no/api/RequestStatus/b54d17d3-741a-ed11-b&3e-
0022489¢5b90

11


https://apis-test-l2s.collabor8.no/api/CashCalls/pl2008_API/2022/08/CashCall_pl2008_API_202208.xml
https://apis-test-l2s.collabor8.no/api/CashCalls/pl2008_API/2022/08/CashCall_pl2008_API_202208.xml
https://apis-test-l2s.collabor8.no/api/RequestStatus/b54d17d3-741a-ed11-b83e-0022489e5b90
https://apis-test-l2s.collabor8.no/api/RequestStatus/b54d17d3-741a-ed11-b83e-0022489e5b90

2.3 Upload Billing document

Description
The following endpoint is designed for transformation one XML file into XLSX file
with the further uploading into the Workspace document library. The creation of pdf-

rendition will be done automatically.

Constraints

The total size of the request cannot exceed 100 MB.

Special characters in the workspace name, like /’, must be URL-encoded two times.
For example: ‘PLOI/PL02’ will be ‘PL01%252FPL02".

Year of the document must be in range 1900 ... 2100.

Month of the document must be in range 01 ... 12.

Standard file name template is
Billing_{WorkspaceName} {Category(optional)} {YYYYMM}.xml.

File name can’t contain any of invalid symbols: ", *,:, <, >, ?,/,\, |. Also, file name
can’t start or end with dot. All valid special symbols should be encoded.

The XML file must be UTF-8 encoded and escape-characters must be handled. The
services do not handle the characters like &, @, a, § etc. If this is not accounted for, the result

could be document names, descriptions etc. containing the character 7.

API endpoint
Method URL
POST {BaseURL}/api/Billings/:WorkspaceName/:Y ear/:Month/:FileName

Request header values

Header Required? Value

Authorization Yes Bearer access token.

12



Request path parameters

Path parameter | Required? Description
WorkspaceName | Yes Name of the workspace to work with.
Year Yes Year of the document.
Month Yes Month of the document.
FileName Yes File name of the document according to the standard
Request body

Contains only the content of the XML file.

Response header values

Header Value
Content-Type text/plain.
Response
HTTP status Body value
200 URL with the unique identifier for tracking the process of the

document transformation and uploading.

400, 401, 403, 404 | Fault message with error details.

500, 503 Fault message with internal error details.

Request example

URL: https://apis-test-12s.collabor8.no/api/Billings/pl2008 _AP1/2022/08/
Billings pl2008 API 202208.xml

File: API Test.xml.

Response example
Body:
https://apis-test-12s.collabor8.no/api/RequestStatus/1d7¢9325-761a-ed11-b83e-
0022489d6b36

13


https://apis-test-l2s.collabor8.no/api/Billings/pl2008_API/2022/08/Billings_pl2008_API_202208.xml
https://apis-test-l2s.collabor8.no/api/Billings/pl2008_API/2022/08/Billings_pl2008_API_202208.xml
https://apis-test-l2s.collabor8.no/api/RequestStatus/1d7e9325-761a-ed11-b83e-0022489d6b36
https://apis-test-l2s.collabor8.no/api/RequestStatus/1d7e9325-761a-ed11-b83e-0022489d6b36

2.4 Upload document rendition

Description
The following endpoint is designed for uploading one PDF file as a rendition for the

existing file in the Workspace document library.

Constraints
The total size of the request cannot exceed 100 MB.
Special characters in workspace name, like °/’, must be URL-encoded two times. For

example: ‘PLO1/PL02’ will be ‘PL01%252FPL02".

API endpoint
Method URL
POST {BaseURL }/api/UploadDocumentRendition/: WorkspaceName/:Documentld

Request header values

Header Required? Value
Authorization Yes Bearer access token.
Content-Type Yes application/pdf.

Request path parameters

Path parameter | Required? Description
WorkspaceName | Yes Name of the workspace to work with.
Documentld Yes Standard Sharepoint document identifier of the file for
which rendition is uploading.

Request body
Contains only the content of the PDF file.

Response

HTTP status Body value
201 Empty
400, 401, 403, 404 | Fault message with error details.

500, 503 Fault message with internal error details.

14



Request example

URL: https://apis-test-12s.collabor8.no/api/UploadDocumentRendition/pl2008 _ API/
ER4XZVPMZY55-1766936424-53

File: API Test.pdf.

Response example

Body: Empty

15


https://apis-test-l2s.collabor8.no/api/UploadDocumentRendition/pl2008_API/ER4XZVPMZY55-1766936424-53
https://apis-test-l2s.collabor8.no/api/UploadDocumentRendition/pl2008_API/ER4XZVPMZY55-1766936424-53

2.5 Request status for upload tasks

Description
The following endpoint is designed for checking the status of various asynchronous
operations. The current section is related to transformation or uploading the file into the

Workspace document library.

Constraints

Ticket Id has short lifetime, and it is available only for 1 day after creation.

If a file extension is not supported by automatic PDF-rendition creation, the final
successful status will be ‘UploadCompleted’, otherwise the status will be
‘CompletedWithLatestRendition’.

If the file extension can’t be recognized, the response field ‘fileType’ will be set to
the value 0 (Undefined).

Only the user who started the operation can request the status of the operation.

These tasks are running in the background and need some time to complete. Use the

following endpoint to check status of each task once in a minute to prevent throttling.

API endpoint
Method URL
GET {BaseURL}/api/RequestStatus/: Ticketld

Request header values

Header Required? Value

Authorization Yes Bearer access token.

Request path parameters

Path parameter | Required? Description

Ticketld Yes Unique identifier for tracking the process of the file

transformation or uploading.

Response header values

Header Value

Content-Type application/json.

16



Response

HTTP status

Body value

200

Information about the requested ticket identifier in JSoN format.
More details in table below.

400, 401, 403, 404

Fault message with error details.

500, 503

Fault message with internal error details.

Description of the response JSoN

Field Type Details

requestld string | Ticket unique identifier.

requestSubmitted At string | Date and time when the ticket was created.

updated At string | Date and time when the ticket was last time
modified.

totalExecutionTimeInSeconds | double | Total time elapsed for job execution.

workJobStatusType int Current job execution status. For more
information, look at the table job status type
values.

workJobStatusTypeString string | Text representation of the current job execution
status.

statusMessage string | Human-friendly status description.

uploadMetadata object | Included ticket metadata object. For more
information, look at the table upload metadata
JSoN.

Job status type values
Value Description

0 Not started

1 In progress

2 Upload completed

3 Completed with latest rendition

4 Failed

5 Company metadata collected

6 Meetings created

7 Documents metadata collected

8 Zip Archive Created

9 Message About Document Sent

10 Meeting Is Created

11 Decision Is Created

12 Decision Is Updated

17




Description of the upload metadata JSoN

Field Type Details

documentType int Document type of current upload operation. For
more information, look at the table Document
Type Values.

documentTypeAsString string | Text representation of the document type.

jointVenture string | The name of the workspace where the file was
uploaded.

Year int Year. Presented only for CashCall and Billing
document types.

Month int Month. Presented only for CashCall and Billing
document types.

fileNamePrefix string | File name without extension.

Files array | A list of objects which contain information
about all related files. For more information,
look at the table File Object JSoN.

Document Type values

Value Description
100000000 Cash call
100000001 Billing
100000002 Ordinary
100000003 Company metadata
100000004 Meetings creation
100000005 Documents metadata
100000006 Folder Zip Archive
100000007 Send Message About Documents
100000008 Add Meeting
100000009 Add Decision
100000010 Update Decision

18




Description of the file object JSoN

Field Type Details

blobNameKey int Unique name with which file was uploaded to
blob.

fileNamePrefix string | File name without extension.

filename string | Full file name.

filetype int File extension type. For more information see
table file type values.

fileTypeString int Text representation of the file extension type.

fileld string | Standard Sharepoint document identifier of the
file which was uploaded.

Version int Current version of the file.

versionAdded bool | True if a new version of the existing file was
uploaded.

Uploaded bool | True if the file was successfully uploaded.

renditionCompleted bool | True if the pdf-rendition was successfully
created.

File type values
Value Description

0 Undefined

1 Xml

2 Pdf

3 Xlsx

19




Request example
URL: https://apis-test-12s.collabor8.no/api/RequestStatus/1d7e¢9325-761a-ed11-
b83e-0022489d6b36

Response example
Body:
{
"requestld": "1d7¢9325-761a-ed11-b83e-0022489d6b36",
"requestSubmittedAt": "2022-08-12T19:37:11+00:00",
"updatedAt": "2022-08-12T19:39:00+00:00",
"totalExecutionTimeInSeconds": 109.0,
"workJobStatusType": 3,
"workJobStatusTypeString": "CompletedWithLatestRendition",
"statusMessage": null,
"uploadMetadata": {
"documentType": 100000001,
"documentTypeAsString": "Billing",
"jointVenture": "pl2008 API",

"year": 2022,
"month": 8,
"fileNamePrefix": "Billings pl2008_ API 202208",
"files": [
{
"blobNameKey": "Billings pl2008 API 202208.xml

1d7e9325-761a-ed11-b83e-0022489d6b36",
"fileNamePrefix": "Billings pl2008 API 202208",
"fileName": "Billings pl2008 API 202208.xml",
"fileType": 1,
"fileTypeString": "xml",
"fileld": "ER4XZVPMZY55-1766936424-51",
"version": 1,

"versionAdded": false,

20


https://apis-test-l2s.collabor8.no/api/RequestStatus/1d7e9325-761a-ed11-b83e-0022489d6b36
https://apis-test-l2s.collabor8.no/api/RequestStatus/1d7e9325-761a-ed11-b83e-0022489d6b36

"uploaded": true,

"renditionCompleted": false

"blobNameKey": "Billings pl2008 API 202208.xIsx
1d7e9325-761a-ed11-b 83e-0022489d6b36",

"fileNamePrefix": "Billings pl2008 API 202208",

"fileName": "Billings_pl2008 API 202208.xlsx",

"fileType": 3,

"fileTypeString": "xIsx",

"fileld": "ER4XZVPMZY 55-1766936424-52",

"version": 1,

"versionAdded": false,

"uploaded": true,

"renditionCompleted": true

"blobNameKey": null,

"fileNamePrefix": "Billings pl2008_ API 202208",
"fileName": "Billings pl2008 API 202208.pdf",
"fileType": 2,

"fileTypeString": "pdf",

"fileld": "ER4XZVPMZY 55-1658986557-49",
"version": 1,

"versionAdded": false,

"uploaded": true,

"renditionCompleted": true
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2.6 Update document metadata

Description
The following endpoint is designed for updating metadata for one specified file in the

Workspace document library.

Constraints

Special characters in workspace name, like °/’, must be URL-encoded two times. For
example: ‘PLO1/PL0O2’ will be ‘PL01%252FPL02".

File name can’t contain any of the invalid symbols: ", *, :, <, >,?,/,\, |. Also, a file
name can’t start or end with dot.

If a new list of committee’s names is provided, all previous committees in file

metadata will be replaced with new one without comparing.

API endpoint
Method URL
PATCH {BaseURL }/api/UpdateDocumentMetadata/: WorkspaceName/:Documentld

Request header values

Header Required? Value
Authorization yes Bearer access token.
Content-Type yes application/json.

Request path parameters

Path parameter | Required? Description
WorkspaceName | yes Name of the workspace to work with.
Documentld yes Standard Sharepoint document identifier of the file for
which metadata update is required.

22



Description of the request body file metadata JSoN

Field Type | Required? Details
documentName string | no New file name without extension.
description string | no New additional information about the
file.

reference string | no New references for the file.

committees array | no A new list of committee names related
to the file.

reportType int no New report type of the file. For more
information, look at the report type
values.

approvalStatus int no New approval status of the file. For
more information, look at the table
Approval Status Values.

approvalDeadline string | no New deadline for the file approval.
Mandatory if an approval status field
value is 1 (for approval).

approvedOrRejectedDate | string | no New date and time when the file was
approved or rejected. Mandatory if an
approval status field value is 2
(approved) or 3 (rejected).

Report type values
Value Description
0 None
1 DPR
2 DDR
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Approval status values

Value Description
0 Not for approval
1 For approval
2 Approved
3 Rejected
Response

HTTP status Body value

204 Dependent on request. If approval status triggers a decision update

this will return a RequestStatus URL. Else empty.

400, 401, 403, 404 | Fault message with error details.

500, 503 Fault message with internal error details.

Request example

URL.: https://apis-test-12s.collabor8.no/api/UpdateDocumentMetadata/pl2008_API/
ER4XZVPMZY55-1766936424-53

Body:

{

" documentName ": "New file name.",

"description": "New complete description of test file.",
"reference": "New references for test file.",
"committees": ["Management Committee"],
"reportType": 1,

"approvalStatus": 1,

"approvalDeadline": "2022-08-20T18:00:00.0000000+03:00",

Response example

Body: Empty.
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2.7 Get document comments

Description
The following endpoint is designed for getting the list of comments of the specified

file.

Constraints

Special characters in workspace name, like °/’, must be URL-encoded two times. For
example: ‘PLO1/PL0O2’ will be ‘PL01%252FPL02".

Version of the file should be in format 1.0, 2.1, etc.

Content field value contains HTML tags in response comment.

API endpoint
Method URL
GET {BaseURL }/api1/GetDocumentComments/: WorkspaceName/:Documentld

Request header values

Header Required? Value

Authorization yes Bearer access token.

Request path parameters

Path parameter | Required? Description
WorkspaceName | yes Name of the workspace to work with.
Documentld yes Standard Sharepoint document identifier of the file for
which comments are required.

Request query parameters

Query Required? Value

parameter

ver no File version number. If the version is specified, the results

will be filtered and return only comments related to provided

version number.
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Response header values

Header Value
Content-Type application/json.
Response
HTTP status Body value
200 Information about document comments in the JSoN format. More

details in table below.

400, 401, 403, 404

Fault message with error details.

500, 503

Fault message with internal error details.

Description of the response JSoN

Field Type Details
workspace string | Workspace name where document is located.
documentld string | Standard Sharepoint document identifier of the
file.
comments array | A list of comment objects. For more
information, look at the table Comment Object
JSoN.

Description of the comment object JSoN

Field Type Details
version string | Version of the file for which the comment was
added.
title string | Title of the comment.
content string | Content of the comment
creator string | An author of the comment.
company string | Author’s company.
createdDate string | Date and time when the comment was added.
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Request example
URL: https://apis-test-12s.collabor8.no/api/GetDocumentComments/pl2008 _API/
ER4XZVPMZY55-1766936424-53?ver=2.0

Response example

Body:
{
"workspace": "pl2008 API",
"documentld": "ER4XZVPMZY55-1766936424-53",
"comments": [
{
"version": "2.0",
"title": "Document updated",
"content": "<p>Hi. I added new information about project.</p>",
"creator": "Integration System Account CEGAL AS",
"company": "CEGAL AS",
"createdDate": "2022-08-13T10:50:42Z2"
b
|
b
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2.8 Create folder

Description
The following endpoint is designed for checking the existence and creating a folder

or sequence of folders in the Workspace document library.

Constraints

Special characters in the workspace name, like /°, must be URL-encoded two times.
For example: ‘PLO1/PL0O2’ will be ‘PL01%252FPL02".

A folder path can’t contain any of invalid symbols: ", *,:, <,>,?,/,\, |. Folder names
can’t start or end with dots. Folder names shouldn’t start or end with the dot. Folder server
related URL should have less than 400 symbols length including document name and

extension. The maximum length of one folder name should be less than 260 symbols.

API endpoint
Method URL
POST {BaseURL }/api/CreateFolder/:WorkspaceName

Request header values

Header Required? Value

Authorization yes Bearer access token.

Request path parameters

Path parameter | Required? Description

WorkspaceName | yes Name of the workspace to work with.

Description of the request body create folder JSoN

Field Type | Required? Details

folderServerRelativeURL | string | yes Folder path to check or create.

Response header values

Header Value

Content-Type application/json.
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Response

HTTP status Body value

200 Information about existing folder path. For more details, look at the

table Response Body Folder Exists JSoN.

201 Information about created folder path. For more details, look at the

table Response Body Folder Created JSoN.

400, 401, 403, 404 | Fault message with error details.

500, 503 Fault message with internal error details.

Description of the response body folder exists JSoN

Field Type Details

existingFolderServerRelativeURL | string | Existing folder path.

Description of the response body folder created JSoN

Field Type Details

createdFolderServerRelativeURL | string | Created folder path.

Request example
URL.: https://apis-test-12s.collabor8.no/api/CreateFolder/pl2008 _API
Body:
{

"folderServerRelativeURL": "sites/pl2008 API/Main/Projects/Other/Test"
b

Response example
Body:

{
"createdFolderServerRelativeURL":"sites/pl2008 API/Main/Projects/Other/T

est"

}
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2.9 Get message recipients

Description
The following endpoint is designed for retrieving information about all available

message recipients in the Workspace.

Constraints
Special characters in workspace name, like ¢/, must be URL-encoded two times. For

example: ‘PLO1/PL0O2’ will be ‘PL01%252FPL02".

API endpoint
Method URL
GET {BaseURL}/api/GetMessageRecepients/:WorkspaceName

Request header values

Header Required? Value

Authorization yes Bearer access token.

Request path parameters

Path parameter | Required? Description

WorkspaceName | yes Name of the workspace to work with.

Response header values

Header Value
Content-Type application/json.
Response
HTTP status Body value
200 A list with the information about message recipients. For more

details, look at the table Response Body Message Recipients JSoN.
400, 401, 403, 404 | Fault message with error details.

500, 503 Fault message with internal error details.
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Description of the response body message recipients JSoN

Field Type Details
id string | Unique identifier of a message recipient.
name string | Name of a message recipient.
type int Recipient type. For more information, look at the

table Recipient type values.
Recipient type values
Value Description

0 Group
1 JVMember

Request example

URL.: https://apis-test-12s.collabor8.no/api/GetMessageRecepients/pl2008 _API

Response example

Body:
[

"1d": "89947d9-451a-ed11-b83e-000d3ad95a6c",

n.n

"name": "pl2008 api-ltp page-write",

"type": 0

"1d": "9b947d9-451a-ed11-b83e-000d3ad95a6c",

n.n

"name": "pl2008 api-operator-superuser",

"type": 0

"1d": "96c0ef9c-541a-ed11-b83e-0022489d6c39",
"name": "Integration System Account CEGAL AS (CEGAL AS)",

"type": 1
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2.10 Send message about a document

Description
The following endpoint is designed for sending a message (creating a route) about a

document or documents within one Workspace.

Constraints
Special characters in the workspace name, like /°, must be URL-encoded two times.
For example: ‘PLO1/PL0O2’ will be ‘PL01%252FPL02".

Only documents from the same folder can be sent in one message.

API endpoint
Method URL
POST {BaseURL}/api/SendMessage/:WorkspaceName

Request header values

Header Required? Value

Authorization yes Bearer access token.

Request path parameters

Path parameter | Required? Description

WorkspaceName | yes Name of the workspace to work with.
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Description of the request body send message (route) JSoN

Field

Type

Required?

Details

category

int

yes

Message (route) category. For more
information, look at the table Message

(route) category type values.

dueDate

string

no

Due date for message (route).

message

string

no

Custom text message. Could contain

HTML.

relatedRouteld

string

no

A unique identifier of message (route)
which was already sent and related to

current message (route).

documentlds

array

yes

A list of standard Sharepoint document
identifiers strings of the files for which

message (route) should be sent.

toRecipients

array

yes

A list To Recipients Objects. For more
information, look at the table Recipient

Object JSoN.

ccRecipients

array

no

A list of cc recipients objects. For more
information, look at the table Recipient

object JSoN.

authorityReference

string

no

Message (route) authority reference.
Could be specified for a message
(route) within CC/CAC type
Workspace.

companyReference

string

no

Message (route) company reference.
Could be specified for a message
(route) within CC/CAC type
Workspace.

title

string

no

The title of the message (route).
Mandatory for sending message (route)

within CC/CAC type Workspace.
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Message (route) category type values

Value Description
100000000 For action
100000001 For info
100000002 Reminder
100000003 New comment
100000004 Authority
Description of the recipient object JSoN
Field Type Details
id string | Unique identifier of a message recipient.
name string | Name of a message recipient.
type int Recipient type. For more information, look at

the table Recipient type values.

Recipient type values

Value Description

0 Group

1 JVMember

Response header values
Header Value

Content-Type application/json.

Response

HTTP status Body value
201 Information about a message (route) which was sent. For more

details, look at the table Response send message (route) JSoN.

400, 401, 403, 404

Fault message with error details.

500, 503

Fault message with internal error details.
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Description of the response body send message (route) JSoN

Field Type Details

routeld

which was sent.

Request example

URL.: https://apis-test-12s.collabor8.no/api/SendMessage/pl2008 _API

Body:
{

"category": 100000000,
"dueDate": "2022-08-25T18:00:00.0000000+03:00",
"message": Route message",
"documentlds": [
"ER4XZVPMZY 55-1766936424-53"
I,
"toRecipients": [

d
"1d": "89947df9-451a-ed11-b83e-000d3ad95a6¢",

n.n

"name": "pl2008 api-ltp page-write",
"type": 0

1,

"ccRecipients": [

{
"1d": "cOeab4f7-451a-ed11-b83e-0022489d6648",

n.n

"name": "pl2008 api-committees",

"type": 0
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https://apis-test-l2s.collabor8.no/api/SendMessage/pl2008_API

Response example
Body:

{
"routeld":"0800310b-1522-ed11-b83d-0022489¢5230"
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2.11 Send message V2

Description

The following endpoint is designed for sending a message (creating a route) about a
document or a meeting within a workspace.

As opposed to the SendMessage endpoint described in the previous section, this message
will be placed in a queue to be processed asynchronously to reduce the chance of timeouts.
Sending a meeting will result in the recipients being added as participants, as is standard

functionality when the same is done from the portal.

Constraints
e Special characters in the workspace name, like ‘/°, must be URL-encoded two times.

For example: ‘PLOI/PL0O2" will be ‘PL01%252FPL02".

e Only documents from the same folder can be sent in one message.

API endpoint
Method URL
POST {BaseURL }/api/V2/SendMessage/: WorkspaceName

Request header values

Header Required? Value

Authorization yes Bearer access token.

Request path parameters

Path parameter | Required? Description

WorkspaceName | yes Name of the workspace to work with.

Query parameters

Query Type | Required? Description
parameter
attachment type | int no Defines what the attachment type is — see table in

subsequent section for values. If not specified, will

assume the content is a document.
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Description of the request body send message (route) JSoN

Field

Type

Required?

Details

category

nt

yes

Message (route) category. For more
information, look at the table Message

(route) category type values.

meetingld

string

yes/no

Meeting 1d is required if attachment is
of type meeting. Id is of type guid, and
can be retrieved from the get meeting

endpoint.

decisionld

string

yes/no

Decision id is required if attachment is
of type decision. Id is of type guid, and
can be retrieved from the get decisions

endpoint.

dueDate

string

no

Due date for message (route).

message

string

no

Custom text message. Could contain

HTML.

relatedRouteld

string

no

A unique identifier of message (route)
which was already sent and related to

current message (route).

documentlds

array

yes/no

Required if attachment is of type
document. List of standard Sharepoint
document identifiers strings of the files
for which message (route) should be

sent.

toRecipients

array

yes

A list To Recipients Objects. For more
information, look at the table Recipient

Object JSoN.

ccRecipients

array

no

A list of cc recipients objects. For more
information, look at the table Recipient

object JSoN.
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authorityReference string | no Message (route) authority reference.
Could be specified for a message
(route) within CC/CAC type
Workspace.
companyReference string | no Message (route) company reference.
Could be specified for a message
(route) within CC/CAC type
Workspace.
title string | no The title of the message (route).
Mandatory for sending message (route)
within CC/CAC type Workspace.
Attachment type values
Value Description
100000000 Document
100000002 Meeting
Message (route) category type values
Value Description
100000000 For action
100000001 For info
100000002 Reminder
100000003 New comment
100000004 Authority
Description of the recipient object JSoN
Field Type Details
id string | Unique identifier of a message recipient.
name string | Name of a message recipient.
type int Recipient type. For more information, look at

the table Recipient type values.

Recipient type values
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Value Description

0 Group

1 JVMember

Response header values

Header Value
Content-Type application/json.
Response
HTTP status Body value
200 URL with the unique identifier for tracking the process of the

document transformation and uploading.

400, 401, 403, 404 | Fault message with error details.

500, 503 Fault message with internal error details.

Request example
URL.: https://apis-test-12s.collabor8.no/api/V2/SendMessage/pl2008 _API
Body:
{

"category": 100000000,
"dueDate": "2022-08-25T18:00:00.0000000+03:00",
"message": Route message",

"documentlds": [
"ER4XZVPMZY55-1766936424-53"
I,
"toRecipients": [
{
"1d": "89947df9-451a-ed11-b83e-000d3ad95a6¢c",
"name": "pl2008 api-ltp page-write",
"type": 0

I,
"ccRecipients": [
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"1d": "cOeab4f7-451a-ed11-b83e-0022489d6648",

"name": "pl2008 api-committees",

"type": 0

}

Response example
Body:
https://apis-test-12s.collabor8.no/api/RequestStatus/1d7e¢9325-761a-ed11-b83e-
0022489d6b36

Request example

URL: https://apis-test-12s.collabor8.no/api/V2/SendMessage/pl2008 _ API
?attachment type=100000002

Body:

{

"category": 100000000,

"dueDate": "2022-08-25T18:00:00.0000000+03:00",
"message": Route meeting message",

"meetingld": "90efeele-5b89-ef11-8ab6a-002248d775bb",

"toRecipients": [

{
"id": "89947d9-451a-ed11-b83e-000d3ad95a6¢",
"name": "pl2008 api-ltp page-write",
"type": 0

s

1,

"ccRecipients": [
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"1d": "cOeab4f7-451a-ed11-b83e-0022489d6648",

"name": "pl2008 api-committees",

"type": 0

}

Response example

Body:
https://apis-test-12s.collabor8.no/api/RequestStatus/1d7¢9325-761a-ed11-b83e-
0022489d6b36
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2.12 Get metadata about company’s content

Description
The following endpoint is designed for generating a JSoN file with metadata about

the content of one Workspace.

Constraints

Special characters in the workspace name, like /°, must be URL-encoded two times.
For example: ‘PLO1/PL0O2’ will be ‘PL01%252FPL02".

Generated JSoN file will contain only information about content metadata to which
the current user has access.

Query parameters could be used in any combination.

Relative server URL of the folder for which metadata need to be collected, mustn’t

be encoded.
API endpoint
Method URL
GET {BaseURL}/api/GetCompanyMetadata/: WorkspaceName

Request header values

Header Required? Value

Authorization yes Bearer access token.

Request path parameters

Path parameter | Required? Description

WorkspaceName | yes Name of the workspace to work with.
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Request query parameters
Query parameter | Required? Value
date no Complete date in ISO 8601 format. If specified will
collect items which have last modified date greater or
equal to provided date, otherwise will collect all items
from workspace.
permissions no If true will collect permissions for libraries, folders and
files.
versions no If true will collect information about all available libraries
versions of files.
folder no Relative server URL of the folder for which metadata
need to be collected.

Response header values

Header Value
Content-Type application/json.
Response
HTTP status Body value
200 URL with the unique identifier for tracking the process of the file

uploading.

400, 401, 403, 404

Fault message with error details.

500, 503

Fault message with internal error details.

Request examples:

1) Request without any query parameter. Will collect all metadata from provided

Workspace without permissions and file versions.

URL.: https://apis-test-12s.collabor8.no/api/GetCompanyMetadata/pl2008_API

2) Request with query parameter “permission” which set to true. Will collect all

metadata from provided Workspace with permissions, but without file versions.

URL: https://apis-test-12s.collabor8.no/api/GetCompanyMetadata/pl2008 _API?

permissions=true

3) Request with query parameter “versions” which set to true. Will collect all metadata

from provided Workspace with file versions, but without permissions.
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URL: https://apis-test-12s.collabor8.no/api/GetCompanyMetadata/pl2008 _API?

versions=true

4) Request with query parameter “date”. Will collect all metadata from provided
Workspace, which were created or modified after specified date, without permissions
and file versions.

URL: https://apis-test-12s.collabor8.no/api/GetCompanyMetadata/pl2008 API?date
=2022-09-16

5) Request with query parameter “folder”. Will collect all metadata from provided
Workspace, which located inside of specified folder, without permissions and file
Versions.

URL: https://apis-test-12s.collabor8.no/api/GetCompanyMetadata/pl2008 _API?
folder=/sites/pl2008 _API/Main/Projects

6) Request with all query parameters. Will collect all metadata from provided
Workspace, which located inside of specified folder, which were created or modified
after specified date, with permissions and file versions.

URL: https://apis-test-12s.collabor8.no/api/GetCompanyMetadata/pl2008 _API?date
=2022-09-16&permissions=true&versions=true& folder=/sites/pl2008 API/Main/Projects

Response example

Body:

https://apis-test-12s.collabor8.no/api/RequestStatus/b5 119054-6f1a-ed11-b83e-
0022489d6648
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2.13 Request status for get company’s metadata task

Description
The following endpoint is designed for checking the status of various asynchronous
operations. The current section is related to collecting company’s content metadata from
Workspace.
Constraints
Ticket Id has short lifetime, and it is available only 1 day after creation.
Only the user who started the operation can request the status of the operation.
These tasks are running in the background and need some time to complete. Use the

following endpoint to check status of each task once in a minute to prevent throttling.

API endpoint
Method URL
GET {BaseURL}/api/RequestStatus/: Ticketld

Request header values

Header Required? Value

Authorization Yes Bearer access token.

Request path parameters

Path parameter | Required? Description

Ticketld Yes Unique identifier for tracking the process of collecting

company's content metadata.

Response header values

Header Value
Content-Type application/json.
Response
HTTP status Body value
200 Information about the requested ticket identifier in JSoN format.

More details in the table below.

400, 401, 403, 404 | Fault message with error details.

500, 503 Fault message with internal error details.
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Description of the response JSoN

Field Type Details

requestld string | Ticket unique identifier.

requestSubmitted At string | Date and time when the ticket was created.

updatedAt string | Date and time when the ticket was last time
modified.

totalExecutionTimeInSeconds | double | Total time elapsed for job execution.

workJobStatusType int Current job execution status. For more
information, look at the table job status type
values.

workJobStatusTypeString string | Text representation of the current job execution
status.

statusMessage string | Human-friendly status description.

documentType int Document type of current operation. For more
information, look at the table Document Type
Values.

documentTypeAsString string | Text representation of the document type.

metadata object | Included ticket metadata object. For more
information, look at the table metadata JSoN.

Job status type values
Value Description
0 Not started
1 In progress
Upload completed

Completed with latest rendition

Failed

Company metadata collected

Meetings created

N N | B~ W DN

Documents metadata collected

Description of the metadata JSoN

Field

Type

Details
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workspace

object

A workspace object. For more information,
look at the table Workspace object JSoN.

Description of the workspace object JSoN

Field Type Details

id string | A unique identifier of the workspace.

name string | A name of the workspace.

url string | An URL of the workspace.

status int A status of the workspace. For more
information, look at the table Status Values.

libraries array | A list of the library objects of the workspace.
Will be populated with data only if query
parameter “folder” wasn’t passed with the
GetCompanyMetadata request. For more
information, look at the table Library object
JSoN.

folder object | An object which contains metadata collected
for specified folder in the request. Will be
populated with data only if query parameter
“folder” was passed with the
GetCompanyMetadata request. For more
information, look at the table Folder scoped
metadata object JSoN.

Status values
Value Description

0 Not set

100000000 Active

100000001 Inactive

100000002 Archived

100000003 Relinquished
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Description of the library object JSoN

Field Type Details
name string | A name of the library.
permissions object | An object which contains information about

library’s permissions. Will be populated only if
query parameter “permissions” was passed with
the GetCompanyMetadata request. For more
information, look at the table Item permission
object JSoN.

folders array | A list of the folder objects of the library. Will
be populated only if query parameter “date”
wasn’t passed with the GetCompanyMetadata
request. For more information, look at the table
Folder object JSoN. If library doesn’t have any
folders will be set to null.

listOfChanges object | An object which contains information about
library’s items which were modified in
specified period. Will be populated only if
query parameter “date” was passed with the
GetCompanyMetadata request. For more
information, look at the table List of changes
object JSoN.

Description of the List of changes object JSoN

Field Type Details

dateFrom string | A complete date in ISO 8601 format, which

was used to filter items by last modified date

property.

folders array | A plain list of the folder objects of the library
which were modified in specified period. For
more information, look at the table Folder

object JSoN.

files array | A plain list of the file objects of the library
which were modified in specified period. For
more information, look at the table File object

JSoN.
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Description of the folder object JSoN

Field Type Details
name string | A name of the folder.
parentFolderPath string | Relative parent folder url.
permissions object | An object which contains information about

library’s permissions. Will be populated only if
query parameter “permissions” was passed with
the GetCompanyMetadata request. For more
information, look at the table Item permission

object JSoN..

folders array | A list of the child folder objects of the folder.
For more information, look at the table Folder
Object JSoN. If a folder doesn’t have any child
folders, the field will be set to null.

files array | A list of the file objects of the folder. For more
information, look at the table File object JSoN.
If folder doesn’t have any files, the filed will be

set to null.
Description of the file object JSoN
Field Type Details
parentFolderPath string | Relative parent folder url.
metadata object | An object which contains information about

file’s metadata. For more information, look at

the table File Metadata Object JSoN

permissions object | An object which contains information about
library’s permissions. Will be populated only if
query parameter “permissions” was passed with
the GetCompanyMetadata request. For more
information, look at the table Item permission

object JSoN.
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Description of the item permission object JSoN

Field Type Details
isInherited bool | Ifanitem’s permission inheritance is broken,
the field will be set to false, otherwise true.
grantedGroups array | A list of strings which contains names of

workspace groups which has access to the item.
If the item inherits permissions, the field will be

set to null.

Description of the Folder scoped metadata object JSoN

Field

Type

Details

name

string

A name of the folder.

parentFolderPath

string

Relative parent folder url.

permissions

object

An object which contains information about
library’s permissions. Will be populated only if
query parameter “permissions” was passed with
the GetCompanyMetadata request. For more
information, look at the table Item permission
object JSoN..

folders

array

A list of the child folder objects of the folder.
For more information, look at the table Folder
Object JSoN. If a folder doesn’t have any child
folders, the field will be set to null.

files

array

A list of the file objects of the folder. For more

information, look at the table File object JSoN.

If folder doesn’t have any files, the filed will be
set to null.

listOfChanges

object

An object which contains information about
folder’s items which were modified in specified
period. Will be populated only if query
parameter “date” was passed with the
GetCompanyMetadata request. For more
information, look at the table List of changes
object JSoN.

52




Description of the file metadata object JSoN

Field Type Details
name string | Full file name with extension.
documentld string | Standard Sharepoint document identifiers of the
file.
currentVersion string | Latest available version of the file.
createdBy string | Author of the file.
createdOn string | Date of creation of the file.
modifiedBy string | Last editor of the file.
modifiedOn string | Date of the last modification of the file.
originatorCompany string | Author’s company name.
fileSize string | File size in bytes.
description string | Additional information about the file.
reference string | References for the file.
committees array | A list of committee names related to the file.
commentsCount int Total count of the comments related to the file.
pdfRenditionURL string | A link to the file’s PDF rendition, if it exists.
reportType int Report type of the file. For more information, look
at the report type values.
reportTypeStr string | Text representation of the report type value.
approvalStatus int Approval status of the file. For more information,
look at the table Approval status values.
approvalStatusStr string | Text representation of the approval status value.
approvalDeadline string | Deadline for the file approval.
approvedOrRejectedDate | string | Date and time when the file was approved or
rejected.
Report type values
Value Description
0 None
1 DPR
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2 DDR

Approval status values

Value Description
0 Not for approval
1 For approval
2 Approved
3 Rejected

Request example
URL: https://apis-test-12s.collabor8.no/api/RequestStatus/1d7e9325-761a-ed11-
b83e-0022489d6b36

Response example
Body:
{
"documentType": 100000003,
"documentTypeAsString": "CompanyMetadata",
"requestld": "b172323a-6124-ed11-b83d-0022489¢5d89",
"requestSubmittedAt": "2022-08-25T10:32:38+00:00",
"updatedAt": "2022-08-25T10:35:04+00:00",
"totalExecutionTimeInSeconds": 146.0,
"workJobStatusType": 5,
"workJobStatusTypeString": "CompanyMetadataCollected",
"statusMessage": null,
"metadata": {
"workspace": {
"id": "252af7d2-451a-ed11-b83e-0022489e52d6",
"name": "pl2008 API",
"url": "https://12stest.sharepoint.com/sites/pl2008 API",
"status": "100000000",
"libraries": [

{
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"name": "Main",
"permissions": {
"isInherited": false,
"grantedGroups": [
"pl2008 api-operator-read",
"pl2008_api-partner-read",
"pl2008_api-authorities-read",
"pl2008_api-mc-chair",
"pl2008_api-procurement”,
"pl2008_api-jv-admin",
"pl2008_api-company-admins"
]
s
"folders": [
{
"name": "Procurement",
"permissions": {
"isInherited": true,
"grantedGroups": null

|
"folders": [

{
"name": "01",
"permissions": {
"isInherited": true,
"grantedGroups": null
s
"folders": null,
"files": [
{
"metadata": {
"name": "05.txt",
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"documentld": "ER4XZVPMZY55-1766936424-75",
"currentVersion": "0.1",
"createdBy": null,
"createdOn": "2022-08-22T16:43:12",
"modifiedBy": null,
"modifiedOn": "2022-08-22T16:43:12",
"originatorCompany": null,
"fileSize": 0,
"description": "ER4XZVPMZY55-1766936424-75",
"reference": null,
"committees": null,
"commentsCount": null,
"pdfRenditionURL": null,
"reportType": null,
"reportTypeStr": "",
"approvalStatus": 0,
"approvalStatusStr": "NotForApproval",
"approvalDeadline": null,
"approvedOrRejectedDate": null

s

"permissions": {
"isInherited": true,

"grantedGroups": null
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}
;
;

2.14 Download document

Description
The following endpoint is designed for downloading a specified file content from the

Workspace.

Constraints

Special characters in workspace name, like ¢/°, must be URL-encoded two times. For
example: ‘PLO1/PL02’ will be ‘PL01%252FPL02".

Version of the file should be in format 1.0, 2.1, etc.

API endpoint
Method URL
GET {BaseURL }/api/DownloadDocument/:WorkspaceName/:Documentld

Request header values

Header Required? Value

Authorization yes Bearer access token.

Request path parameters

Path parameter | Required? Description
WorkspaceName | yes Name of the workspace to work with.
Documentld yes Standard Sharepoint document identifier of the document
for which comments are required.

Request query parameters

Query parameter | Required? Value

ver no File version number which must be downloaded. If not

specified will download the latest version.

rendition no If true will download file’s pdf-rendition.

Response header values
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Header

Value

Content-Type

application/octet-stream.
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Response

HTTP status Body value

200 Content of requested file.

400, 401, 403, 404 | Fault message with error details.

500, 503 Fault message with internal error details.

Request example
URL.: https://apis-test-12s.collabor8.no/api/DownloadDocument/pl2008 AP/
ER4XZVPMZY 55-1766936424-53?ver=2.0&rendition=true

Response example

File: content of the second version of the pdf-rendition of the requested file.
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2.15 Download Cash Call documents

Description
The following endpoint is designed for downloading CashCall documents from the

Workspace document library.

Constraints

Special characters in workspace name, like ¢/, must be URL-encoded two times. For
example: ‘PLO1/PL0O2’ will be ‘PL01%252FPL02".

Year of the document must be in range 1900 ... 2100.

Month of the document, if specified, must be in range 01 ... 12.

From the original Cash Call folder, only files with the following extensions are
collected: xml, xIsx.

Only files with the following extensions will be retrieved from the Cash Call rendition
folder: pdf.

If some files are missing or empty, they will be skipped in the response.

API endpoint
Method URL
GET {BaseURL}/api/CashCalls/:WorkspaceName/:Y ear/:Month/

Request header values

Header Required? Value

Authorization yes Bearer access token.

Request path parameters

Path parameter | Required? Description
WorkspaceName | yes Name of the workspace to work with.
Year yes Year of the document.
Month no Month of the document. If not specified, all documents for
the requested year will be downloaded.
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Request query parameters

Query parameter | Required? Value

type no Will filter results and return only files with specified file
extensions. If PDF is specified, the call will return both
.pdf files from the Main library and the PDF rendition
library. If not specified all files will be downloaded.
Accepted types: xml, xIsx, pdf

Response header values

Header Value
Content-Type application/zip.
Response
HTTP status Body value
200 Zip-tile with collected files.

400, 401, 403, 404 | Fault message with error details.

500, 503 Fault message with internal error details.

Request example

URL.: https://apis-test-12s.collabor8.no/api/CashCalls/pl2008 _AP1/2022

Response example

File: content of zip-file.

Zip-file structure:
2022/
- 01/
| |- CashCallDocument01.xml
| |- CashCallDocumentO1.xIsx
| |- CashCallDocument01.pdf

- 12/
| |- CashCallDocument12.xml
| |- CashCallDocument12.x1sx

| |- CashCallDocument12.pdf
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2.16 Download Billing documents

Description
The following endpoint is designed for downloading Billing documents from the

Workspace document library.

Constraints

Special characters in workspace name, like ¢/, must be URL-encoded two times. For
example: ‘PLO1/PL0O2’ will be ‘PL01%252FPL02".

Year of the document must be in such range 1900 ... 2100.

Month of the document, if specified, must be in such range 01 ... 12.

From the original Cash Call folder, only files with the following extensions are
collected: xml, xIsx.

Only files with the following extensions will be retrieved from the Cash Call rendition
folder: pdf.

If some files are missing or empty, they will be skipped in the response.

API endpoint
Method URL
GET {BaseURL}/api/Billings/:WorkspaceName/:Y ear/:Month/

Request header values

Header Required? Value

Authorization yes Bearer access token.

Request path parameters

Path parameter | Required? Description
WorkspaceName | yes Name of the workspace to work with.
Year yes Year of the document.
Month no Month of the document. If not specified, all documents for
the requested year will be downloaded.
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Request query parameters

Query parameter | Required? Value

type no Will filter results and return only files with specified file
extensions. If PDF is specified, the call will return both
.pdf files from the Main library and the PDF rendition
library. If not specified, all files will be downloaded.
Accepted types: xml, xIsx, pdf

Response header values

Header Value
Content-Type application/zip.
Response
HTTP status Body value
200 Zip-tile with collected files.

400, 401, 403, 404 | Fault message with error details.

500, 503 Fault message with internal error details.

Request example

URL.: https://apis-test-12s.collabor8.no/api/Billings/pl2008 _AP1/2022/08?type=xlsx

&type=pdf

Response example
File: content of zip-file.
Zip-file structure:
2022/
- 08/
| |- BillingDocument08.xIsx
| |- BillingDocument08.pdf
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2.17 Health check

Description

The following endpoint is designed for checking the overall status of the API.

API endpoint
Method URL

GET {BaseURL}/api/HealthCheck

Response header values
Header Value

Content-Type application/json.

Response
HTTP status Body value
200 Information about API components in JSoN format. For more
details, look at the table Response Body Health Check JSoN.
500, 503 Fault message with internal error details.

Description of the response body health check JSoN

Field Type Details
status string | Overall API status.
healthChecks array | A list with status object of each API component.

For more details, look at the table Component

Status Object JSoN.

Description of the component status object JSoN

Field Type Details
status string | Status of the API component.
component string | Component name
description string | Detailed description of the status if needed.
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Request example

URL: https://apis-test-12s.collabor8.no/api/HealthCheck

Response example

Body:
{
"status": "Healthy",
"healthChecks": [
{
"status": "Healthy",
"component": "Dataverse",
"description": null
b
|
b
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2.18 Test

Description

The following endpoint is designed for testing API authentication.

API endpoint
Method URL
GET {BaseURL}/api/Test

Request header values

Header Required? Value

Authorization yes Bearer access token.

Response header values

Header Value
Content-Type text/plain.
Response
HTTP status Body value
200 Client Id of the user who invoke API method.
401 Fault message with error details.
500, 503 Fault message with internal error details.

Request example

URL: https://apis-test-12s.collabor8.no/api/Test

Response example
Body: You are calling API under Service Principal with Client Id 00000000-0000-
0000-0000-000000000000.
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2.19 Get active workspaces

Description
The following endpoint is designed for retrieving information about all active user's

Workspaces.

API endpoint
Method URL
GET {BaseURL}/api/JointVentures

Request header values

Header Required? Value

Authorization yes Bearer access token.

Response header values

Header Value
Content-Type application/json.
Response
HTTP status Body value
200 A list with the information about user's active workspaces. For more

details, look at the table Response Body Joint Ventures JSoN.

401, 404 Fault message with error details.

500, 503 Fault message with internal error details.

Description of the response body joint ventures JSoN

Field Type Details
id string | Unique identifier of a workspace.
name string | Name of a workspace.
permissionGroup string | User's permission in a workspace.
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Request example

URL: https://apis-test-12s.collabor8.no/api/JointVentures

Response example

Body:
[
{
"id": "252af7d2-451a-ed11-b83e-0022489¢52d6",
"name": "pl2008_API",
"permissionGroup": "Operator-SuperUser"
s
{
"1d": "75e98ced-6422-ed11-b83d-0022489¢5107",
"name": "pl2008 _API10000",
"permissionGroup": "Operator-SuperUser"
s
{
"id": "86c9b4d5-6d11-ed11-b83d-000d3adcae59",
"name": "pl2008 4",
"permissionGroup": "Partner-Write"
b
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2.20 Get committees list

Description
The following endpoint is designed for downloading an excel document, which

contains information about L2S committees.

API endpoint
Method URL
GET {BaseURL}/api/GetCommitteesList

Request header values

Header Required? Value

Authorization yes Bearer access token.

Response header values

Header Value

Content-Type application/vnd.openxmlformats-

officedocument.spreadsheetml.sheet.

Response
HTTP status Body value
200 The content of the excel document, which contains information
about L2S committees.
401, 403 Fault message with error details.
500, 503 Fault message with internal error details.

Request example

URL: https://apis-test-12s.collabor8.no/ap1/GetCommitteesList

Response example
File: the content of the excel document, which contains information about L2S

committees.
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2.21 Get JV admins and Super users list

Description
The following endpoint is designed for downloading a csv document, which contains

information about L2S JV admins and Super users list.

API endpoint
Method URL
GET {BaseURL}/api/Get]V AdminsSuperUsersList

Request header values

Header Required? Value

Authorization yes Bearer access token.

Response header values

Header Value
Content-Type text/csv.
Response
HTTP status Body value
200 The content of the csv document which contains information about

L2S JV admins and Super users list.

401, 403 Fault message with error details.

500, 503 Fault message with internal error details.

Request example

URL: https://apis-test-12s.collabor8.no/api/GetJVAdminsSuperUsersList

Response example
File: the content of the csv document which contains information about L2S JV

admins and Super users list.
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2.22 Get documents with latest comments

Description
The following endpoint is designed for generating a JSoN file, which contains

documents with metadata and comments from one company's Workspace.

Constraints

Special characters in the workspace name, like /°, must be URL-encoded two times.
For example: ‘PLO1/PL0O2’ will be ‘PL01%252FPL02".

The generated JSoN file will contain only information about documents to which the

current user has access.

API endpoint
Method URL
GET {BaseURL }/api/GetDocumentsMetadata/: WorkspaceName

Request header values

Header Required? Value

Authorization yes Bearer access token.

Request path parameters

Path parameter | Required? Description

WorkspaceName | yes Name of the workspace to work with.

Request query parameters

Query parameter | Required? Value

date no Complete date in ISO 8601 format. If specified will
collect comments, which have created date greater or
equal to provided date, otherwise will collect all

comments from workspace.

Response header values

Header Value

Content-Type application/json.
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Response

HTTP status Body value

200 URL with the unique identifier for tracking the process of the file
uploading.
400, 401, 403, 404 | Fault message with error details.

500, 503 Fault message with internal error details.

Request example
URL:  https://apis-test-12s.collabor8.no/api/GetDocumentsMetadata/pl2008 _API?
date=2023-01-04

Response example
Body:
https://apis-test-12s.collabor8.no/api/RequestStatus/b51{9054-6f1a-ed11-b83e-
0022489d6648
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2.23 Get Group Memberships
Description

The following endpoint is designed for retrieving JV group membership details of
one or more users.

Constraints

The endpoint will only return users and group memberships for users in your own
company, from joint ventures where the integration system account has access.

This means that this will only return groups that are related to a particular JV. So
this will not return company groups (ar-groups, company admin, SMIL) or authority read
all groups (xxx-all-jvs).

API Endpoint
Method URL
GET {BaseURL }/api/GetGroupMemberships

Request Header values

Header Required? Value

Authorization yes Bearer access token.

Request Query Parameters

Header Required? Value

user no UPN of the user

ex.onmicrosoft.com#EXT#@domain.onmicrosoft.com

Jv no Workspace name (ex PL123)
type no committee, workspace, workgroup
include groups | no true, false (default)

Response header values

Header Value

Content-Type application/json.
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Response

HTTP status Body value
200 A list with the information about user's active workspaces. For more
details, look at the table Response Body Joint Ventures JSoN.
401, 404 Fault message with error details.
500, 503 Fault message with internal error details.

Description of the response JSON

Field Type Details

users array | Array of user objects

name string | Users: Full name of the returned user

upn string | Users: User principal name of the returned user

lastLogin string | Users: Placeholder for a last login variable which is
planned for a future release.

groups array | Users: Array of group memberships for the returned
user.

Jv string | groups: JV Name for the set of group memberships
of the returned user

accessLevel string | groups: highest access level role of the returned user
within the returned jv

groups array | groups: group name string array of the groups the
returned user is member of in the returned JV

Request example

URL: https://apis-test-12s.collabor8.no\api1\GetGroupMemberships?

Returns all group memberships of a specific type within the defined joint venture for the

defined user.

URL: https://apis-test-12s.collabor8.no\api1\GetGroupMemberships

Returns all users and all joint ventures this user has access to for all joint ventures the
integration account has access to. include groups is not defined here, so the group names

are not listed, but the accessLevel is.
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Response example

{

"users':

{

"name":"Demo User",
"upn":"demo.user@test.com",
"lastLogin":"2023-01-25T11:24:39",
"groups":[
{
"iv":"PL123",
"accessLevel":"superuser",

"groups": ["pl123-operator-read","pl123-test-superuser","pl123-mc-chair"]

"jV" : "PL456H,
"accessLevel":"write",

"groups": ["pl456-operator-read","pl456-test-write","pl456-wg-production" ]

}

This will be the date format of the lastLogin field. Until implemented it will return null.
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2.24 Request status for get documents with latest comments task

Description
The following endpoint is designed for checking the status of various asynchronous
operations. The current section is related to collecting documents metadata, which have new
comments, from Workspace.
Constraints
Ticket Id has short lifetime, and it is available only 1 day after creation.
Only the user who started the operation can request the status of the operation.
These tasks are running in the background and need some time to complete. Use the

following endpoint to check status of each task once in a minute to prevent throttling.

API endpoint
Method URL
GET {BaseURL}/api/RequestStatus/: Ticketld

Request header values

Header Required? Value

Authorization Yes Bearer access token.

Request path parameters

Path parameter | Required? Description

Ticketld Yes Unique identifier for tracking the process of collecting

company's content metadata.

Response header values

Header Value
Content-Type application/json.
Response
HTTP status Body value
200 Information about the requested ticket identifier in JSoN format.

More details in the table below.

400, 401, 403, 404 | Fault message with error details.

500, 503 Fault message with internal error details.
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Description of the response JSoN

Field Type Details

requestld string | Ticket unique identifier.

requestSubmitted At string | Date and time when the ticket was created.

updatedAt string | Date and time when the ticket was last time
modified.

totalExecutionTimeInSeconds | double | Total time elapsed for job execution.

workJobStatusType int Current job execution status. For more
information, look at the table job status type
values.

workJobStatusTypeString string | Text representation of the current job execution
status.

statusMessage string | Human-friendly status description.

documentType int Document type of current operation. For more
information, look at the table Document Type
Values.

documentTypeAsString string | Text representation of the document type.

metadata object | Included ticket metadata object. For more
information, look at the table metadata JSoN.

Job status type values
Value Description
0 Not started
1 In progress
Upload completed

Completed with latest rendition

Failed

Company metadata collected

Meetings created

N N | B~ W DN

Documents metadata collected

Description of the metadata JSoN

Field

Type

Details
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workspace

object

A workspace object. For more information,
look at the table Workspace object JSoN.

Description of the workspace object JSoN

Field Type Details

id string | A unique identifier of the workspace.

name string | A name of the workspace.

url string | An URL of the workspace.

status int The status of the workspace. For more
information, look at the table Status Values.

documents array | A list of the document objects of the
workspace. For more information, look at the
table Document object JSoN.

Status values
Value Description

0 Not set

100000000 Active

100000001 Inactive

100000002 Archived

100000003 Relinquished

Description of the file object JSoN
Field Type Details

parentFolderPath string | Relative parent folder URL.

metadata object | An object which contains information about a
file’s metadata. For more information, look at
the table File Metadata Object JSoN

comments array | An array of comment objects. For more

information, look at the table Comment object

JSoN.
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Description of the file metadata object JSoN

Field Type Details
name string | Full file name with extension.
documentld string | Standard Sharepoint document identifiers of the
file.
currentVersion string | Latest available version of the file.
createdBy string | Author of the file.
createdOn string | Date of creation of the file.
modifiedBy string | Last editor of the file.
modifiedOn string | Date of the last modification of the file.
originatorCompany string | Author’s company name.
fileSize string | File size in bytes.
description string | Additional information about the file.
reference string | References for the file.
committees array | A list of committee names related to the file.
commentsCount int Total count of the comments related to the file.
pdfRenditionURL string | A link to the file’s PDF rendition, if it exists.
reportType int Report type of the file. For more information, look
at the report type values.
reportTypeStr string | Text representation of the report type value.
approvalStatus int Approval status of the file. For more information,
look at the table Approval status values.
approvalStatusStr string | Text representation of the approval status value.
approvalDeadline string | Deadline for the file approval.
approvedOrRejectedDate | string | Date and time when the file was approved or
rejected.
Report type values
Value Description
0 None
1 DPR
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DDR

Approval status values

Value Description
0 Not for approval
1 For approval
2 Approved
3 Rejected
Description of the comment object JSoN

Field Type Details

version string | Version of the file for which the comment was
added.

title string | Title of the comment.
content string | Content of the comment
creator string | An author of the comment.
company string | Author’s company.
createdDate string | Date and time when the comment was added.

Request example

URL: https://apis-test-12s.collabor8.no/api/RequestStatus/1d7e¢9325-761a-ed11-

b83e-0022489d6b36

Response example

Body:
{

"documentType": 100000005,

"documentTypeAsString": "DocumentsMetadata",
"requestld": "475767c4-778c-ed11-81ad-0022489992ae",
"requestSubmittedAt": "2023-01-04T21:36:02+00:00",
"updatedAt": "2023-01-04T21:37:06+00:00",

"totalExecutionTimeInSeconds": 64.0,

"workJobStatusType": 7,
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"workJobStatusTypeString": "DocumentsMetadataCollected",
"statusMessage": null,
"metadata": {
"workspace": {
"id": "252af7d2-451a-ed11-b83e-0022489e52d6",
"name": "pl2008 API",
"url": "https://I2stest.sharepoint.com/sites/pl2008 API",
"status": 100000000,
"libraries": null,
"folder": null,
"documents": [

{

"parentFolderPath": "/sites/pl2008 API/Main/Financial/Cash
calls/2035/11",

"metadata": {
"name": "CashCall pl2008 API 203511.xlsx",
"documentld": "ER4XZVPMZY55-1766936424-493",
"currentVersion": "0.2",

"versions': null,

"createdBy": "Integration System Account TIETOEVRY NORWAY
AS 01 M2M",

"createdOn": "2022-11-03T15:50:02+02:00",
"modifiedBy": "Dev (TietoEVRY)",
"modifiedOn": "2022-11-03T15:54:07+02:00",
"originatorCompany": "unknown",

"fileSize": 20443,

"description": null,

"reference": null,

"committees": null,

"commentsCount": 1,

"pdfRenditionURL": null,
82



"reportType": null,
"reportTypeStr": "",
"approvalStatus": 0,
"approvalStatusStr": "NotForApproval",
"approvalDeadline": null,
"approvedOrRejectedDate": null

s

"comments": [
"version": "0.2",
"title": "Good job!",

"content": "<div data-wrapper=\"true\" style=\"font-size:9pt;font-
family:'Segoe UI','Helvetica Neue',sans-serif;\"><div>Nice to have this report
before the New Year.</div></div>",

"creator": "# Dev",
"company": null,

"createdDate": "2023-01-04T19:47:5272"
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2.25 Download folder content as a ZIP file

Description
The following endpoint is designed for downloading folder content as a ZIP file from

Workspace.

Constraints
Special characters in the workspace name, like /°, must be URL-encoded two times.

For example: ‘PLO1/PL0O2’ will be ‘PL01%252FPL02".

Relative server URL of the folder for which need to be downloaded, mustn’t be

encoded.
API endpoint
Method URL
GET {BaseURL }/api/DownloadFolder/:WorkspaceName

Request header values

Header Required? Value

Authorization yes Bearer access token.

Request path parameters

Path parameter | Required? Description

WorkspaceName | yes Name of the workspace to work with.

Request query parameters

Query parameter | Required? Value

folder yes Relative server URL of the folder which should be
downloaded as a ZIP file.

Response header values

Header Value

Content-Type application/json.
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Response
HTTP status Body value

200 URL with the unique identifier for tracking the process of the file
uploading.
400, 401, 403, 404 | Fault message with error details.

500, 503 Fault message with internal error details.

Request example
URL: https://apis-test-12s.collabor8.no/api/DownloadFolder/pl2008 API?folder=
/sites/pl2008 API/Main/Projects

Response example

Body:

https://apis-test-12s.collabor8.no/api/RequestStatus/b5 1£9054-6f1a-ed11-b83e-
0022489d6648
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2.26 Request status for download folder content as a ZIP file task

Description
The following endpoint is designed for checking the status of various asynchronous
operations. The current section is related to downloading folder content as a ZIP file from
Workspace.
Constraints
Ticket Id has short lifetime, and it is available only 1 day after creation.
Only the user who started the operation can request the status of the operation.
These tasks are running in the background and need some time to complete. Use the

following endpoint to check status of each task once in a minute to prevent throttling.

API endpoint
Method URL
GET {BaseURL}/api/RequestStatus/: Ticketld

Request header values

Header Required? Value

Authorization Yes Bearer access token.

Request path parameters

Path parameter | Required? Description

Ticketld Yes Unique identifier for tracking the process of collecting

company's content metadata.

Response header values

Header Value
Content-Type application/json.
Response
HTTP status Body value
200 Information about the requested ticket identifier in JSoN format.

More details in the table below.

400, 401, 403, 404 | Fault message with error details.

500, 503 Fault message with internal error details.
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Description of the response JSoN

Field Type Details

requestld string | Ticket unique identifier.

requestSubmitted At string | Date and time when the ticket was created.

updatedAt string | Date and time when the ticket was last time
modified.

totalExecutionTimeInSeconds | double | Total time elapsed for job execution.

workJobStatusType int Current job execution status. For more
information, look at the table job status type
values.

workJobStatusTypeString string | Text representation of the current job execution
status.

statusMessage string | Human-friendly status description.

documentType int Document type of current operation. For more
information, look at the table Document Type
Values.

documentTypeAsString string | Text representation of the document type.

zipArchiveDownloadURL string | Included ticket metadata object. For more
information, look at the table metadata JSoN.

Job status type values
Value Description
0 Not started
1 In progress
Upload completed

Completed with latest rendition

Failed

Company metadata collected

Meetings created

Documents metadata collected

X | N | B~ WD

Zip archive created
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Request example

URL: https://apis-test-12s.collabor8.no/api/RequestStatus/1d7e¢9325-761a-ed11-
b83e-0022489d6b36

Response example

Body:

{
"documentType": 100000006,
"documentTypeAsString": " FolderZipArchive ",
"requestld": "475767c4-778c-ed11-81ad-0022489992ae",
"requestSubmittedAt": "2023-01-04T21:36:02+00:00",
"updatedAt": "2023-01-04T21:37:06+00:00",
"totalExecutionTimeInSeconds": 64.0,
"workJobStatusType": 8,
"workJobStatusTypeString": " ZipArchiveCreated ",

"statusMessage": null,

" zipArchiveDownloadURL ": " https://nogl2ststpublicsa.blob.core.windows.net
/mogl2sprdbackend-container/pl2008_API 25-01-2023--19-58-43.zip%207tb6a7aa-
ea9c-ed11-aad1-002248993a0d?sv=2021-10-04&se=2023-01-

25T20%3A29%3A20Z&sr=b&sp=r&sie=yt%2FcF%2BwvxmmQwv80BOwVbRiB
Zw/ZMT5L0Z27wmmTezx0%3D"

}
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2.27 Get meetings

Description
This endpoint retrieves a JSON-structure containing all meetings starting on or after today’s

date for the specified workspace.

API endpoint
Method URL
GET {BaseURL}/api/meetings/:WorkspaceName

Request header values

Header Required? Value

Authorization Yes Bearer access token.

Request path parameters

Path parameter | Required? Description

WorkspaceName | yes Name of the workspace to work with.

Request query parameters

Query parameter Type Required? Value

include participants boolean No Specifies whether to include the
participants related to the meeting.
Default is false

from modifed on date | date No Complete date in ISO 8601
format. Filters the response on all
meetings modified on or after the
specified date.

from_start date date No Complete date in ISO 8601
format. Filters the response on all
meetings with a start date on or
after the specified date.

meeting_id String No Gets single meeting with matching
1d. Will override all other filters

Response header values

Header Value

Content-Type application/json.

Response
89



HTTP status Body value

200 Json body with meetings and related data

400, 401, 403, 404 | Fault message with error details.

500, 503 Fault message with internal error details.

Description of the response JSoN

Field Type Details
meetingld string | Unique id of meeting
title string | The name of the meeting
workspaceName string | The name of the workspace
type string | What type of meeting it is
organizingCommittee string | The organizing committee
meetingOrganizer string | The meeting organizer
startTime string | Meeting start time (UTC)
endTime string | Meeting end time (UTC)
modifiedOnDate string | Date of last modification made on meeting.
location string | Location of the meeting
description string | Description of the meeting
folderName string | Sharepoint folder name
teamsDetails string | Details for teams
participants array | An array of meeting participants
Participants:participantld string | Unique id of participant
Participants:contactName string | Name of user
Participants:contactMail string | Email of user
Participants:company string | Company of user
Participants:status string | The current status. Like Accepted
Participants:attendanceType string | Type of attendance like Digital
Participants:comment string | Comment made by user. “I will not be able

to attend”

Request example

URL:
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https://apis-test-12s.collabor8.no/api/meetings/pl2008 _API?include participants=true
&meeting_1d=86aae69f-8b8c-efl1-8a6a-002248d775bb

Response example
Body:
[

"meetingld": "86aae69f-8b8c-ef11-8a6a-002248d775bb",
"title": "Meeting",
"workspaceName": " pl2008 API",
"type": "Formal",
"organizingCommittee": "Management committee (Meeting)",
"meetingOrganizer": "Integration System Account",
"startTime": "2024-12-12T07:30:00Z",
"endTime": "2024-12-12T08:30:00Z",
"modifiedOnDate": "2024-10-17T13:28:04Z",
"location": "Teams",
"description": "We will talk about stuff",
"folderName": "2024-12-12-MC- pl2008_API-Meeting",
"teamsDetails": null,
"participants": [
{
"participantld": "88aae69{-8b8c-efl1-8a6a-002248d775bb",
"contactName": “Ola Norman",
"contactMail": “ola.norman@]2stest.onmicrosoft.com",
"company": "Nor AS",
"status": “Accepted®,
"attendanceType": “Digital®,

"comment": ""
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2.28 Add meetings

Description
This endpoint creates a new meeting for the specified workspace with the metadata passed

to the endpoint. Its sole purpose is to create a new meeting entry.

Note that you have to send the meeting in a separate SendMessage v2 call.

API endpoint
Method URL
POST {BaseURL}/api/meetings/:WorkspaceName

Request header values

Header Required? Value

Authorization yes Bearer access token.

Request path parameters

Path parameter | Required? Description
WorkspaceName | yes Name of the workspace to work with.
Request JSoN
Field Type Details

title string | The name of the meeting

organizingCommittees array | An array of organizing committees types

type int The type of meeting to create

startTime string | Complete date in ISO 8601 format. Meeting
start time (UTC)

endTime string | Complete date in ISO 8601 format. Meeting
end time (UTC)

meetingOrganizerContactMail string | The email of the organizer

teamsDetails string | The details for teams

location string | Location details

description string | Description for the meeting

Organizing Committee Types
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Value

Management committee (MC)

Commercial committee (CC)

Technical committee (TC)

Partner forum (PF)

Exploration committee (EC)

Advisory committee (AC)

Resource committee (RC)

Workgroup (WG)

Legal committee (LC)

Operation committee (OC)

Operating committee (OC)

Commercial Advisory Committee (CAC)

Company Meeting (CM)

Project Change Board (PCB)

Subsurface Advisory Sub-committee (SAS)

Technical Advisory Committee (TAC)

Project committee (PC)

Financial Committee (FC)

Executive Committee (EXCOM)

Drilling & Wells Advisory Sub-committee (DWAS)

Communication Committee (COM)
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Meeting types

Value Description
100000000 Formal
100000001 Work
100000002 New Option
100000003 Offshore Visit
100000004 Site Visit
100000005 Risk Workshop
100000006 Long Range Plan
Response header values
Header Value
Content-Type text/plain
Response
HTTP status Body value
200 Status link

400, 401, 403, 404 | Fault message with error details.

500, 503 Fault message with internal error details.

Request example

URL.: https://apis-test-12s.collabor8.no/api/meetings/pl2008 _API

Request body:

{
"title": "My new meeting",
"organizingCommittees": ["1e7bc661-00f9-eel1-al {f-00224875d449"],
"type": 100000000,
"startTime": "2024-12-12T07:30:00Z",
"endTime": "2024-12-12T08:30:00Z",
"meetingOrganizerContactMail": "ola.norman@tietoevry.com",
"teamsDetails": "Join 5 min before ",
"location": "The office",

"description": "We will be talking"

95



b

Response example
Body: https://apis-test-12s.collabor8.no/api/RequestStatus/b519054-6f1a-ed11-
b83e-0022489d6648

96


https://apis-test-l2s.collabor8.no/api/RequestStatus/b51f9054-6f1a-ed11-b83e-0022489d6648
https://apis-test-l2s.collabor8.no/api/RequestStatus/b51f9054-6f1a-ed11-b83e-0022489d6648

2.29 Update meetings

Description

This endpoint updates the specified meeting record with metadata passed in the request

JSON.

Constraints

Updating organizer will not delete the old organizer as a participant.

API endpoint
Method URL
PATCH {BaseURL }/api/meetings/:WorkspaceName/:Meetingld
Request header values
Header Required? Value
Authorization yes Bearer access token.

Request path parameters

Path parameter | Required?

Description

WorkspaceName | yes

Name of the workspace to work with.

Meetingld yes

Id of the meeting that will be updated.

Request JSoN (All fields are optional)

Field Type Details

title string | The name of the meeting

organizingCommittees array | An array of organizing committees types

type int The type of meeting to create

startTime string | Complete date in ISO 8601 format. Meeting
start time (UTC)

endTime string | Complete date in ISO 8601 format. Meeting
end time (UTC)

meetingOrganizerContactMail string | The email of the organizer

teamsDetails string | The details for teams

location string | Location details

97




description

string

Description for the meeting

Organizing Committee Types

Value

Management committee (MC)

Commercial committee (CC)

Technical committee (TC)

Partner forum (PF)

Exploration committee (EC)

Advisory committee (AC)

Resource committee (RC)

Workgroup (WG)

Legal committee (LC)

Operation committee (OC)

Operating committee (OC)

Commercial Advisory Committee (CAC)

Company Meeting (CM)

Project Change Board (PCB)

Subsurface Advisory Sub-committee (SAS)

Technical Advisory Committee (TAC)

Project committee (PC)

Financial Committee (FC)

Executive Committee (EXCOM)

Drilling & Wells Advisory Sub-committee (DWAS)

Communication Committee (COM)

Meeting types
Value Description
100000000 Formal
100000001 Work
100000002 New Option
100000003 Offshore Visit
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100000004 Site Visit

100000005 Risk Workshop

100000006 Long Range Plan

Response header values

Header Value
Content-Type text/plain
Response
HTTP status Body value
200 Ok
400, 401, 403, 404 | Fault message with error details.
500, 503 Fault message with internal error details.

Request example

URL.: https://apis-test-12s.collabor8.no/api/meetings/pl2008_API

Request body:
{
"title": "My new meeting name",
"organizingCommittees": ["1e7bc661-00f9-eel1-al {f-00224875d449"],
"type": 100000000,
"endTime": "2024-12-12T08:45:00Z",
"description": "We will be talking about stuft"

b

Response example
Body:
ok
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2.30 Add participants
Description

This endpoint creates a new participant based on JSON passed in the request for the
specified meeting record. The participant will not be notified about this unless you call the
SendMessage v2 endpoint with this meeting as an attachment. It is recommended that this

be done in bulk (one message for many participants).
Constraints

The endpoint only supports adding users with existing access to the workspace.

API endpoint
Method URL
POST {BaseURL }/api/meetings/: WorkspaceName/:Meetingld/participants

Request header values

Header Required? Value

Authorization Yes Bearer access token.

Request path parameters

Path parameter | Required? Description
WorkspaceName | yes Name of the workspace to work with.
Meetingld yes Id of the meeting to add participant to

Request JSoN (Object array)

Field Type Details
contactMail string | The name of the meeting
status int The status code for the participant
attendanceType Int The attendance code for the participant
comment string | The comment for the participant

Participant status types

Value Description

100000000 Accepted
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100000001 Declined

100000002 Tentative

Participant attendance types

Value Description
100000002 Digital
100000000 InPerson

Response header values

Header Value
Content-Type application/json.
Response
HTTP status Body value
200 Json body with info of new participants
400, 401, 403, 404 | Fault message with error details.
500, 503 Fault message with internal error details.

Request example

URL.: https://apis-test-12s.collabor8.no/api/meetings/pl2008_API

Request body:
[

"contactMail": "ola.norman@tietoevry.com",
"status": 100000001,
"attendanceType": 100000002,

"comment": "I am on vacation and cannot attend"

"contactMail": "kari.norman@tietoevry.com",
"status": 100000000,
"attendanceType": 100000000,

n, mm

"comment":
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Response example

Body:

"participantld": "b0314653-71a9-ef11-8a6a-002248d7f715",

"contactMail": " ola.norman@tietoevry.com "

"participantld": "b2314653-71a9-ef11-8a6a-002248d7{7{5",

"contactMail": " kari.norman(@tietoevry.com"
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2.31 Update participants
Description

This endpoint updates the metadata of the specified participant with the values passed in the
request JSON.

API endpoint
Method URL
PATCH {BaseURL}/api/meetings/:WorkspaceName/participants/: Participantld

Request header values

Header Required? Value

Authorization Yes Bearer access token.

Request path parameters

Path parameter | Required? Description
WorkspaceName | yes Name of the workspace to work with.
Participantld yes Id of the participant that will be updated.

Request JSoN (All fields are optional)

Field Type Details
contactMail string | The name of the meeting
status int The status code for the participant
attendanceType Int The attendance code for the participant
comment string | The comment for the participant

Participant status types

Value Description
100000000 Accepted
100000001 Declined
100000002 Tentative

Participant attendance types

Value Description
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100000002 Digital
100000000 InPerson

Response header values

Header Value
Content-Type application/json.
Response
HTTP status Body value
200 Ok
400, 401, 403, 404 | Fault message with error details.
500, 503 Fault message with internal error details.

Request example
URL:  https://apis-test-12s.collabor8.no/api/meetings/pl2008 _API1/b0314653-71a9-
efl11-8a6a-002248d7{7f5

Request body:
{

"contactMail": "ola.norman@tietoevry.com",
"status": 100000000,

"comment": "I am able to attend"

}

Response example
Body:
Ok
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2.32 Delete participants

Description

This endpoint deletes the specified participant from the specified meeting.

API endpoint
Method URL
DELETE {BaseURL}/api/meetings/:WorkspaceName/:Meetingld/participants

Request header values

Header Required? Value

Authorization Yes Bearer access token.

Request path parameters

Path parameter | Required? Description
WorkspaceName | yes Name of the workspace to work with.
Meetingld yes Id of the meeting to add participant to

Request JsoN (Object array)

Field Type Details

Id string The 1d of the participant that will be deleted

Response header values

Header Value
Content-Type application/json.
Response
HTTP status Body value
200 Info of deletion
400, 401, 403, 404 | Fault message with error details.
500, 503 Fault message with internal error details.

Request example
URL: https://apis-test-12s.collabor8.no/api/meetings/pl2008 API/ b0314653-71a9-
efl1-8a6a-002248d7f7f5

Request body:
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"1d":" b0314653-71a9-ef11-8a6a-002248d7{7{5"

"1d":" b2314653-71a9-ef1 1-8a6a-002248d 775"

]

Response example
Body:
Deleted 2 participants.
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2.33 Get decisions

Description

This endpoint is designed to retrieve decision nodes for a workspace in a JSON format.

API endpoint
Method URL
GET {BaseURL}/api/decisions/:WorkspaceName
Request header values
Header Required? Value
Authorization Yes Bearer access token.

Request path parameters

Path parameter | Required?

Description

WorkspaceName | yes

Name of the workspace to work with.

Request query parameters

Query parameter

Type

Required?

Value

include support docume

nts

boolean

No

Specify whether to include the
documents related to the decision.
Default 1s false

status

nt

No

The status of the decision.
Multiple statuses are allowed. eks.
“&status=100000000&status=100
000001~

Default is For approval:
100000000

decision_id

string

No

The decision i1d. In the format
“D-PL0000-2025-12-1”

Use to retrieve data for a single
decision

guid

string

No

The guid of the decision.

Use to retrieve data for a single
decision
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Decision status type

Value Description
100000000 For approval
100000001 Approved
100000002 Rejected
Response header values
Header Value
Content-Type application/json.
Response
HTTP status Body value
200 Json body with decisions and related data

400, 401, 403, 404

Fault message with error details.

500, 503

Fault message with internal error details.

Description of the response JSoN

Field Type Details

guid string | Unique guid of decision

decisionld string | Unique id of decision

title string | The title of the decision

description string | Description of the decision

approvalDeadline string | The approval deadline for the decision

decisionStatus int The decision status code.

approvedOrRejectedDate string | The data the decision was approved or
rejected

decisionVersion int The decision version (ie how many rounds
of approval it has undergone — not to be
confused with the main document version)

workspaceName string | The workspace name for the decision

approval CommitteeName string | The approval committee name

approvalCommitteeGuid string | The approval committee guid

createdByCompany string | The company that created the decision
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createdByContact string | The contact that created the decision

createdOn string | The date the decision was created on

documentLinks array | Array of documents linked to the decision

DocumentLink:linkType string | The document link type: Document or
folder

DocumentLink:documentType string | The document type: Main or support

DocumentLink:documentName | string | The name of the document

DocumentLink:documentld string | The SharePoint document id

DocumentLink:documentVersion | int The version id of the document

Request example
URL:

https://apis-test-

12s.collabor8.no/api/decisions/pl0000?include _support_documents=true&status=100000000&status=100
000001

Response example
"Result": [
{
"guid": "fc8a48dc-beda-f011-877b-00224875b8e8",
"decisionld": "D-PL0000-2025-12-1",
"title": "Hehe, i1t 1s now a new title",
"description": "<div><p>Behold! <b>A bold approval!</b></p></div>",
"approvalDeadline": "2069-04-20T00:00:00",
"decisionStatus": 100000000,
"approvedOrRejectedDate": null,
"decisionVersion": 1,
"workspaceName": "pl0000",
"approval CommitteeName": "Management committee",
"approval CommitteeGuid": "1e7bc661-0019-eel1-al{f-00224875d449",
"createdByCompany": "Cool Company As",
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"createdByContact": "Integration System Account TIETOEVRY NORWAY AS 01
M2M",
"createdOn": "2025-06-16T14:33:277",
"documentLinks": [
{
"linkType": "Document",
"documentType": "Main",
"documentName": "MainDocument.docx",
"documentld": "ER4XZVPMZY55-869576503-416",

"documentVersion": 1

"linkType": "Document",

"documentType": "Support",

"documentName": "1729535658785.jpg",
"documentld": "ER4XZVPMZY55-869576503-401",

"documentVersion": 1

"linkType": "Document",
"documentType": "Support",
"documentName":
"360 F 439960596 rigcXg8hgNOuUutBNgT194EMAngaKCH.jpg",
"documentld": "ER4XZVPMZY55-869576503-400",

"documentVersion": 1

"linkType": "Document",

"documentType": "Support",

"documentName": "1729535652699.jpg",
"documentld": "ER4XZVPMZY55-869576503-403",
"documentVersion": 1
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I,
"Id": 14797,

"Exception": null,

"Status": 5,

"IsCanceled": false,
"IsCompleted": true,
"IsCompletedSuccessfully": true,
"CreationOptions": 0,
"AsyncState": null,

"IsFaulted": false
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2.34 Create decision
Description

This endpoint allows you to create a new decision. Note that this endpoint does not
orchestrate upload for you — you need to have the document references ready when calling

this endpoint.

Note that this endpoint can not be used to create a new round of approval. To start a new

round of approval, you must

1. Update the status for the main document on the decision you wish to start a new round
of approval for to "Rejected"
2. Use the UploadDocument endpoint to upload a new version of the main document,
where
a. The document name is identical to the existing rejected main document

b. The Status = "For approval" in the payload

This will generate the new decision. To update its metadata, run the GetDecision call,
filtering on decisions "For approval", find the record with the matching main document doc

ID, and then run update decision.

API endpoint
Method URL
POST {BaseURL }/api/decisions/:WorkspaceName

Request header values

Header Required? Value

Authorization Yes Bearer access token.

Request path parameters

Path parameter | Required? Description

WorkspaceName | yes Name of the workspace to work with.
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Request JSoN

Field Type Details
title string | The name of the decision. Max 255
characters.
supportDocuments array | An array of SharePoint document IDs which
should be set as this decision’s support
documents
description string | The description of the decision. Max 2000
characters.
approvalDeadline string | Approval deadline date in ISO 8601 format.
approvalCommitteeName string | The full name of the approval committee.
mainDocument string | The SharePoint document ID of the
SharePoint file which should be set as the
main document.
Decision status type
Value Description
100000000 For approval
100000001 Approved
100000002 Rejected
Response header values
Header Value
Content-Type application/json.
Response
HTTP status Body value
200 Json body with decisions and related data

400, 401, 403, 404

Fault message with error details.

500, 503

Fault message with internal error details.

Request example

URL:
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https://apis-test-12s.collabor8.no/api/decisions/pl0000
Request body
{
"title": "Approval of something which could very well have an annoyingly long title",
"description": "<div><p>This is a multiline description field with html
formatting</p></div>",
"approvalDeadline": "2025-08-08",
"approval CommitteeName": "Management Committee (MC)",

"mainDocument": "ER4XZVPMZY55-869576503-408"

Response example
https://apis-test-12s.collabor8.no/api/RequestStatus/91d720c6-b56b-011-b4cc-
002248d759¢cb
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2.35 Update decision

Description

This endpoint allows you to update the metadata of a decision, and change the support
document list of an existing decision. Typically used to update base metadata, or change the

status of the decision.

API endpoint
Method URL
PATCH {BaseURL}/api/decisions/:WorkspaceName/:Decisionld

Request header values

Header Required? Value

Authorization Yes Bearer access token.

Request path parameters

Path parameter | Required? Description
WorkspaceName | yes Name of the workspace to work with.
Decisionld yes The guid of decision that will be updated
Request JSoN
Field Type Details
title string | The name of the decision. Max 255
characters
supportDocuments array | An array of SharePoint document ids that

will be added to the support documents

description string | The description of the decision. Max 2000
characters.

approvalDeadline string | Approval deadline date in ISO 8601 format.

approval CommitteeName string | The approval committee name

status int The new approval status
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Decision status type

Value Description
100000000 For approval
100000001 Approved
100000002 Rejected

Response header values

Header Value
Content-Type application/json.
Response
HTTP status Body value
200 Json body with decisions and related data
400, 401, 403, 404 | Fault message with error details.
500, 503 Fault message with internal error details.

Request example
URL:

https://apis-test-12s.collabor8.no/api/decisions/pl0000
Request body
{
"title": "Hehe, 1t 1s now a new title",
"description": "<div><p>Behold! <b>A bold approval!</b></p></div>",
"status": 100000000,
"approvalDeadline": "2040-04-20",

"approval CommitteeName": "Management Committee (MC)"

Response example

https://apis-test-12s.collabor8.no/api/RequestStatus/91d720c6-b56b-1011-bdcc-
002248d759¢cb
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2.36 Get votes

Description

This endpoint allows you to retrieve the votes of one or more decisions in a JSON format.

API endpoint
Method URL
GET {BaseURL}/api/decisions/: WorkspaceName/votes

Request header values

Header Required? Value

Authorization Yes Bearer access token.

Request path parameters

Path parameter | Required? Description
WorkspaceName | yes Name of the workspace to work with.
Request JSoN
Field Type Details
decisionlds array | An array of decision Guids

Response header values

Header Value
Content-Type application/json.
Response
HTTP status Body value
200 Json body with decisions and related data
400, 401, 403, 404 | Fault message with error details.
500, 503 Fault message with internal error details.

Description of the response JSoN

Field Type Details
decisionld string | Unique guid of decision
company string | Company name
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status nt The vote status

comment string | Comment on the vote

Decision status type

Value Description
100000000 Pending
100000001 Approved
100000002 Approved with condition
100000003 Rejected

Request example

URL:
https://apis-test-12s.collabor8.no/api/decisions/pl0000/votes

Request body
{
"decisionlds": ["fc8a48dc-beda-f011-877b-00224875b8e8"]
b
Response example
{
"Result": [
{
"decisionGuid": "fc8a48dc-be4a-f011-877b-00224875b8e8",
"company": "A cool company",
"status": 100000000,
"comment": null
}
I,
"Id": 27831,

"Exception": null,

"Status": 5,
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"IsCanceled": false,
"IsCompleted": true,
"IsCompletedSuccessfully": true,
"CreationOptions": 0,
"AsyncState": null,

"IsFaulted": false
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3 Swagger

Integration API has a built-in Swagger functionality. To use Swagger
documentation, the one needs to open Swagger Ul using any browser by the following
URL:

{BaseURL}/api/Swagger/UI

After the page will be loaded, the one could study the Integration API
documentation and execute requests to the Integration API endpoints.

Please, be aware that the access token is mandatory to execute requests to the
Integration API endpoints. To acquire access token, look at the section 1 of this
documentation.

To provide the access token, click the button «Authorize» on the Swagger Ul page.

L25 Integration AP| - Swagger Ul X + v = a %

< C @ hitps/apis-test-I2s.collabor8.no/api/swagger/uif » 0O 2 ¢

— m— — m

L2S Integration API %2

This is the OpenAPI Document on L2S Intagration AP1
servers
| hitps:/fapis-testI2s collabor8noiapi v
Maintenance ~
/HealthCheck Retums overall status of the APl componants
/Test Checks AP aulhentication flow
Documents 2
/CreateFolder/{workspaceName} Ensures folder path
/DownloadDocument/{workspaceName}/{documentId} Downloads ordinary document

/GetCompanyMetadata/{workspaceName} Requests company's metadata of the Workspace

Paste the access token value into the field on the pop-up window and click buttons
«Authorize» and «Close».

P
Available authorizations X

Bearer token (http, Bearer)

Standart JWT access token aquired from Microsoft's Outh2 login endpoint.
More info: Microsoft identity_platform and the OAuth 2.0 client credentials flow.

Value:

Close I

Known issues

In the current implementation of the Swagger Upload CC&B document endpoints
can’t be executed regarding the issue with month number in endpoint path. In addition, for
UploadRendition endpoint select file button is missing and file can’t be added.
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4 Examples

This section contains examples on how to call API endpoints via Postman.

4.1 Call Test endpoint via Postman

Prerequisites

{{Tenant ID}} for Test environment, the value is: 6a2f7009-2835-4786-8853-
2c¢5a5d637d13.

{{Application ID}} for Test environment, the value is: 7048a0bb-6046-4c38-
91da-f05361e5cbb3.

{{Base URL}} for Test environment, the value 1s: https://apis-test-

12s.collabor&.no.

{{Client ID}} — your company service principal client ID.
Certificate — your company’s private part of the certificate.

Certificate password - a password of the private part of the certificate.

Converting certificate into client assertion.

Use console application to generate client assertion from your company’s certificate.

Update source code with your valid data and run console application. The client

assertion in JWT format will be printed in console. Copy it for the next step.

B ! C:\Repos\Local Source\ClientAssertionGenerator\ClientAssertionGenerator\bin\Release\netcoreapp3.1\ClientAssertionGenerator.exe — O X

ey IhbGci0iISUzIINiTIsImtpZCI6I FCRDNEQzg4NzhGRENFODQyMUE50DQ4NEU3NKVFODI FMOM3NDQ2NzU1LCI4NXQ1i01iIHOVBjaUhqOXpvUnhxWWNFNTI 3N
bOxqeDBSb1UiLCIOeXA101IKVIQifQ. eyIhdWQiOiJodHRwWezovL2xvZ21ulmlpY3Ive29mdGOubGluZS5jb2@vNmEY Zj cwMDktMjgzNS@ONzg2 L Tg4NTMEM
mv1YTVKNIM3ZDEZL3YyLjAiLCIpc3MioiJi0GQ5YTBINY@30Tc4L TRMMTULYME4AMY11YZRmY gy ZWQXNTQ LCIqdGkiOi IhYWRKMMQXMC@SMDQXLTQ3NZId
[DA1My©4MjdhNTY4MTM50DQ1 LCIzdWIi01iJ1i0GQ5YTB1NY@30Tc4L TRMMTUtYME4My11YZRmYjgyZWQXNTQiLCI1eHAIOFE2NTk1MTg4Njks ImlhdCIEMTY10)
TUXNTI20SwibmImIjoxNjUSNTEIMFY5FQ. HMBBhWPVdm2sbGSU1jWdHbyAL sTZ4tMZtQXc5waZwlOdé_Rty46TeDS-FAHv7aEGBHELIZHzirgMryVg821WRo
PHMLcKqMWub8IzNSer- SHC-AZBBK_YJ42t3uHWRrPABr_Hp2x4Z1lhWoeccygFRwmtDmyv1x73-Ac2foaa6tutT91i-BdEwrin_haI5G81Y7gFpMQKZfuus_nRcs
V1q6007wmU6 TPXgwvZgLBN_zPb-FLBE8AQ_HF2a2Suulx97j_qlpCH-v87EZSk6V6y3HQOSYt17Rx7cuz9i0IqwaTrKaqapOfXYcgmN1TZU7HGQNGGfWWsed
UE 1wlRUfwcN_gDBA

Postman setup to obtain an access token.

Create a new POST request in Postman and enter the following URL in the request

URL:

https://login.microsoftonline.com/{ {Tenant ID} } /oauth2/v2.0/token
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On Body tab, select “x-www-form-urlencoded” radio-button and enter the following

information:

Key Value

scope {{Application ID} }/.default

client id {{Client ID}}

client_assertion_type urn:ietf:params:oauth:client-assertion-
type:jwt-bearer

client assertion Client assertion generated on previous
step

grant_type client credentials

Client assertion has a short expiration period, so you need to generate it each time

when you want to get an access token.

= Home Workspaces ~ AP|Network »  Explore

Get access token from certificate

https:/flogin.microsoftonline.com! loauth2/v2.0/token

RDNEQzg4NzhGRENFOD QyMUESODQANEU3NKVFOD JFMOM3NDQ2NZUILC JANXQIOLHOVEjaUhgOXpvlWhxWVNFNTI3b0xqeDBSh

After you click on Send button, you will get a response in JSON format with the

access token and the information about it.

Home Workspaces API Network Explore

Copy “access_token” field value. You will need it on the next step.
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Postman setup to call Test endpoint
Create a new Get request in the Postman and enter the following URL in the request
URL.:
{{Base URL} }/api/Test
On Authorization tab, select “Bearer Token” from “Type” drop-down list and paste

the access token value from previous step in Token field.

= Home Workspaces v  APINetwork ~  Explore

ns  Authorization

MzN3hsd1RY!
IMI4ZDINMGL:

Home Workspaces ~ APl Network - Explore - & Invite o el @ Upgrade

Local

o) Save

ns  Authorization

€yJOeXAIOIIKVIQILCIhbGEiOISUzI INilsIm

Pretty
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5 Links

1. https://docs.microsoft.com/en-us/azure/active-directory/develop/v2-oauth2-client-creds-

grant-flow

2. https://docs.microsoft.com/en-us/azure/active-directory/develop/active-directory-

certificate-credentials

3. https://docs.microsoft.com/en-us/azure/active-directory/develop/msal-net-client-

assertions#alternative-method
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6 Appendix

A.1 Console application for generating Client Assertion from the certificate.

using Microsoft.ldentityModel.JsonWebTokens;
using Microsoft.IdentityModel.Tokens;

using System;

using System.Collections.Generic;

using System.Security.Cryptography.X509Certificates;
namespace ClientAssertionGenerator

{

public class Program
{
private const string _tenantld = "Tenant Id";
private const string _clientld = "Service Principal Client Id";
private const string _password = "test123";
private const string _privateCertificatePath = "testexternalapil.pfx’;
public static void Main()
{
var certificate = ReadCertificate();
var clientAssertion = GetClientAssertion(certificate);
Console.WriteLine(clientAssertion);
}
private static X509Certificate2 ReadCertificate()
{
var privateCertificate = new X509Certificate2(_privateCertificatePath, _password);
return privateCertificate;
}
private static string GetClientAssertion(X509Certificate2 certificate)
{
var claims = new Dictionary<string, object>()
{
{ "aud", $"https://login.microsoftonline.com/{_tenantld}/v2.0" },
{ "iss", _clientld },
{ "jti", Guid.NewGuid().ToString() },
{ "sub", _clientld }
y
var securityTokenDescriptor = new SecurityTokenDescriptor
{
Claims = claims,
SigningCredentials = new X509SigningCredentials(certificate)
Iy
var handler = new JsonWebTokenHandler();
var clientAssertion = handler.CreateToken(securityTokenDescriptor);
return clientAssertion;
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